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1
PROTECTION SYSTEM FOR RADIO
FREQUENCY COMMUNICATIONS

FIELD OF THE INVENTION

The system and techniques described herein relate gener-
ally to RF communications and, more particularly, to protect-
ing RF communications from unwanted exposure and eaves-
dropping and even more particularly to protecting RF
communications in radio frequency identification (RFID)
systems from unwanted exposure and eavesdropping.

BACKGROUND OF THE INVENTION

As is known in the art, radio-frequency identification
(RFID) systems are typically wireless non-contact systems
which use radio-frequency (RF) electromagnetic fields to
transfer information from an RFID card or tag to a reader, for
the purposes of automatic identification and/or tracking.

As is also known, RFID systems are used in a wide variety
of different applications including but not limited to evacua-
tion management, security systems, asset tracking, manufac-
turing, people tracking (e.g. students, employees, etc . . . ).

One vulnerability known to exist in conventional RFID
systems occurs when an interloper reader (e.g. eavesdropper
14) or other rogue device eavesdrops on authentic transac-
tions and RF communications between authorized tags and
readers. Such rogue devices can access passwords or data
using standard, inexpensive lab equipment. Like wiretapping
(without the wires) this capability exposes confidential infor-
mation to others who may put it to new and nefarious uses.
Such interloper readers or other rogue devices operate in a
so-called “side channel.”

As illustrated in FIG. 1, a typical conventional RFID sys-
tem 10 includes an RFID card 12 capable of communicating
withan RFID reader 14. One or more unauthorized devices 16
intercept and receive information in the RF domain via side
channel 18, Such information may include transactional
information, such as passwords transmitted during RFID card
authentication transactions and/or per data. Accordingly,
organizations advocating greater public privacy and security
protections have raised concerns over RFID system vulner-
abilities in response to efforts to expand the use of RFID
enabled documents and devices. These concerns have limited
industry efforts to make RFID systems more widely available
for a variety of useful applications.

One problem with preventing eavesdropping is that the
RFID card must be exposed to the RF domain as part of an
interrogation by a legitimate RFID reader. This exposes the
card-reader communication (and thus the card-reader trans-
action) to any unauthorized listener or eavesdropper (e.g.
device 16) that might be present. Furthermore since such
eavesdroppers are typically passive (i.e. they do not emit any
signals), the mere presence of an eavesdropper is undetect-
able. Moreover, the standoff distance between an eavesdrop-
ping device and the card-reader can easily be on the order of
ten meters or more.

To reduce vulnerabilities to unauthorized access, anumber
of techniques have been used including but not limited to:
limiting the data stored on the ID cards to not contain infor-
mation beyond ID numbers that are used as pointers to a
record in a database (and thus without access to the database,
the ID number is of no consequence); encrypting card infor-
mation (thus, making the information on the cards useless
without the means to decrypt the information); shielding ID
cards from eavesdroppers with a protection packet (e.g. using
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2

a simple conductive surface placed next to or around a card
thereby making it unreadable).

Some RFID devices, such as E-Passports and Mifare cards
(i.e. contactless ‘smart’ credit cards, fare cards, etc.), do nec-
essarily contain sensitive information. In practical systems,
encryption is not widely applied, even when present in the
RFID card and/or reader. Moreover, when encryption is used,
the sophistication of the encryption is often at as level such
that a determined eavesdropper can defeat the encryption that
is currently available. Cards cannot be shielded when pre-
sented for their intended use (i.e. use of protection packets for
protecting cards from being read when not in use does not
offer any protection when a valid transaction is in progress).

Another approach is to provide a system which utilizes a
masking signal during an RFID transaction which occurs
between an RFID card and an RFID reader. One system
which utilizes this approach is described in U.S. pending
application Ser. No. 13/027,560, filed on Feb. 15, 2011 and
entitted ANTENNA FOR PROTECTING RADIO FRE-
QUENCY COMMUNICATIONS and assigned to the
assignee of the present application. The aforementioned
application describes protection for an RFID card from elec-
tronic eavesdroppers by use of a jamming signal generated by
(or around) an RFID reader. A loop antenna and a suitable
RFID reader-based masking signal substantially degrade
unintended reception while reducing (or ideally minimizing)
the impact to the intended reader.

Nevertheless in view of the above-noted vulnerabilities,
substantial resistance remains to wider use of RFID cards. It
would, therefore, be desirable to provide a system and tech-
nique to protect RFID cards presented at a read point from
being overheard and cloned or otherwise exploited via side
channel and other attacks.

SUMMARY OF THE INVENTION

In accordance with the concepts, systems, circuits and
techniques described herein, it has been recognized that the
ability to isolate a noise transmitter from an authorized
receiver can form the basis for protecting against unautho-
rized reading of information from radio frequency (RF)
devices such as radio frequency identification (RFID) cards
without requiring changes to an RFID reader. That is, as
described herein, a transmitter provides an interference signal
(e.g. inthe form of a noise or spoofing signal) at an RF device
(e.g. an RFID card) to defeat eavesdropping, while an
intended RFID receiver remains isolated from the interfer-
ence signal.

In accordance with one aspect of the concepts described
herein, a cross-fed antenna having a pair of loops and two
isolated inputs is described. When fed with signals that are in
phase quadrature, the cross-fed antenna generates a substan-
tially omni-directional radiation pattern having antenna pat-
tern nulls in a predetermined direction. In addition, the loop
antenna and feed system described herein is structured to
isolate the antenna from a second nearby loop antenna.

In one embodiment, an RFID system includes a jamming
system disposed immediately adjacent an RFID card which is
responsive to signals from an RFID reader. The jamming
system includes an antenna and a transmitter. The operation
of the antenna and transmitter is functionally separate from
the function of the RFID card. The antenna and transmitter
cooperate to output an interfering (noise) signal of a type and
level such as to mask a response of an RFID-card to an RFID
reader. Thus, the response of the RFID card is intermingled
with the interfering transmission provided by the jamming
system. This keeps an unintended receiver (e.g. a so-called
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“eavesdropper”) from correctly interpreting (or eavesdrop-
ping) signals provided by the RFID card (e.g. response sig-
nals provided to an RFID reader). Significantly, the antenna is
provided having antenna radiation characteristics which pre-
vent interference with the performance of a local, authorized
receiver (e.g. an RFID reader). In particular, the antenna
forms an RF radiation pattern which isolates the RFID card
and the intended RFID reader from the interfering signal. In
one particular embodiment, the antenna is provided as a
cross-fed antenna having a pair of loops and a pair of feed
points.

In accordance with the concepts, techniques and systems
described herein, a jamming system includes a transmitter, a
cross-fed antenna and a frame or carrier configured to hold the
transmitter and antenna in the vicinity of an RFID card. The
jamming system generates a masking signal to protect infor-
mation disposed on the RFID card against eavesdropping.

With this particular arrangement, an RFID card is provided
which protects information transferred between the RFID
card and an RFID reader even when the Intended RFID reader
is not instrumented with a protection system. This approach
thus offers advantages over prior art techniques.

Thus, in one aspect, the system and technique described
herein differs from prior systems and techniques in that the
jamming signal originates at the RFID card itself, rather than
from the vicinity of the RFID reader.

In a further aspect the jamming signal is emitted through a
cross-fed antenna which provides an antenna radiation pat-
tern having a donut shape and an antenna pattern null in a
predetermined direction. The antenna of the jamming system
must be aligned with an RF device (e.g. an RFID) card) such
that an intended reader is deposed in the antenna pattern null
when the RF device is aligned with the RF reader.

Also described is a system which includes a noise injecting
device capable of injecting a noise signal in the immediate
vicinity of an RF device (e.g. an RFID card) to be protected
(i.e. the system generates a jamming field at the RF device).
Since it is necessary to isolate an intended receiver from the
interference signal, the noise injecting device comprises a
jamming antenna having a characteristic such that it exhibits
a null to any other antenna that is placed parallel to it along a
line normal to its principle plane. The jamming antenna is
coupled to a transmitter. The transmitter generates a jamming
(noise) signal which is emitted through the jamming antenna.
The null of the jamming antenna is directed toward an
intended receiver. Thus, since the intended receiver is located
along the null it is substantially isolated from the jamming
signal. In one embodiment, the transmitter is provided as a
relatively small, battery operated transmitter.

Thus, one important feature of the jamming antenna
described herein is that it exhibits a null to any antenna placed
parallel to it along a line normal to its principle plane. There-
fore, no noise is coupled from the jamming antenna to an
RFID card held near it and centered relative to its center.

In an RFID system, a reader antenna meets the criteria for
immunity to the noise source at the point that the RFID card
is optimally oriented toward the receiver.

In one embodiment, the jamming antenna is provided as a
cross-fed antenna equivalent to two figure-eight style anten-
nas that are superimposed on each other and fed at two feed
points with signals that are orthogonal (90 degrees out of
phase) to each other. Each of the figure-eight equivalent
antennas projects a field at right angles to the other. By intro-
ducing a 90 degree phase difference between the two feeds,
the resultant fields are independent of each other in time,
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4

resulting in a donut shaped antenna pattern (with the nulls in
the antenna pattern aligned with the “holes” in the donut
shaped antenna pattern).

In contrast to a system which utilizes a conventional figure
eight antenna, the jamming system described herein, utilizes
a jamming antenna comprising a pair of loops a pair of iso-
lated feed input and a loop antenna feed system. When the
antenna inputs are fed with signals that are in phase-quadra-
ture, the jamming antenna creates an omni directional radia-
tion pattern. In addition, a null of the omni directional radia-
tion pattern is such that the jamming antenna is isolated from
a second nearby antenna such as a loop antenna.

In accordance with a further aspect of the concepts, sys-
tems and techniques described herein, a cross-fed antenna
comprises a substantially identical pair of loops fed from a
common feed point. When fed via the common feed point, the
two equal sized loops have currents that travel in opposite
sense through each loop. That is, clockwise in one and
counter-clockwise in the other. In one embodiment adjacent
legs of the two loops used in the antenna are joined into a
single conductor, thus forming a single loop haying a com-
mon centrally located feed. This arrangement simplifies con-
struction while maintaining a figure-eight-type cancellation
performance. The antenna loops may be provided in a variety
of different shapes including, but not limited to rectangular,
circular, oval, triangular, and other regular and non-regular
shapes. Thus, a wide variety of shapes may be used for each
of'the component halves of this antenna. One requirement for
the two halves is that they have at least half-plane symmetry
around the feed leg, such that each half of the structure is
equal in size and has a common side.

This structure differs substantially from previous radiation
canceling antennas in that the two loop structures are fed in
parallel, rather than via a conventional series-fed, figure-eight
structure. Such a parallel, two loop approach does not require
the antenna conductors to cross over each other anywhere
within the structure. In addition, it provides a centrally
located feed point.

Each of the loops in the cross-fed antenna have two points
which are at ground potential (zero volts); when fed by a
source that is balanced against ground, that is, supplies a
voltage between -V and +V relative to ground. These points
are where a line drawn vertically from the feed point inter-
sects the outer conductor at the top and bottom of the outer
edge of the loop. This means that it is possible to connect to
these two points with an additional feed, without affecting the
characteristics of the original loop configuration, thus insti-
tuting a new, independent feed point that is orthogonal to the
original. The resultant field created by this additional feed
point is rotated 90 degrees relative to the field of the first feed
near its center, Feeding the two feed points in time-quadrature
(90 time phase difference) creates a donut shaped field that is
omni-directional in azimuth in the planes parallel to the plane
of the antenna.

An important aspect of this configuration is that the near
field components of the H-field are of an opposite polarity
between the two halves of each antenna, i.e. left and right or
top and bottom. This polarity opposition leads to decoupling
of'the resultant antenna from any nearby single turn loop that
is parallel to the cross-fed antenna and positioned along its
normal. Examples include those contained in a standard LF or
HF, inductively coupled RFID card. There exists, therefore, a
position where the RFID card is subjected to equal and oppo-
site signals from the two halves of the antenna. This effect
results ina cancellation of the two signal components, leading
to a minimum coupling between the RFID card and a signal
impressed on the antenna.
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In addition, when properly positioned in front of an inter-
rogation device (e.g. an RFID reader), the interrogation
device is also immune to the signal emanating from the cross-
fed antenna. That is, it is positioned within the null region of
the cross-fed antenna.

Therefore, it is possible to introduce a signal in the vicinity
of an RFID card such that the transaction between the RFID
card and its intended RFID reader is masked by an intentional
interfering signal without adversely affecting normal RFID
card-reader operation. In this way, the RFID card-reader
transaction is made more secure. That is, any device used in
an attempt to eavesdrop on the transmissions between the
RFID card and the intended RFID reader receives the trans-
missions embedded in the interference, thereby protecting the
card’s information from unauthorized listeners.

Another feature of this approach is that it does not require
any modification to existing RFID reader infrastructure. The
entire system for protecting the card is self contained at the
card.

A signal source used to drive a cross-fed antenna in a
jamming device can be as simple as a noise source, a power
amplifier, power source and an antenna tuning/matching net-
work. Depending upon the intended life of the jamming
device, the prime power could be provided by a small number
of inexpensive coin style batteries. It should, therefore, be
possible to house the entire jamming device (e.g. signal
source and antenna) in a package similar in size to a common
1D card.

Additionally, in an alternate implementation, a secondary
antenna is introduced into the jamming device. The second-
ary antenna couples a portion (or sample) of the RFID read-
er’s interrogation signal. In one exemplary embodiment, the
secondary antenna is provided as a pick-up loop. When prop-
erly positioned (i.e. positioned in the null of the cross-fed
antenna) the secondary antenna is isolated from the interfer-
ence signal applied to the cross-fed antenna.

The sample from the RFID reader may be processed foruse
as a local oscillator signal to implement a coherent spoofing
algorithm. That is, the interfering signal is structured like that
of one or more RFID devices (ID cards) in the immediate
vicinity of the card being protected. Ideally, the interfering
signal is structured identically like that of one or more RFID
devices. These added signals appear as code collisions to the
eavesdropping receiver making it nearly impossible for the
eavesdropper to distinguish the interfering signals from the
real RFID responses. However, because of the isolation pro-
vided from the jammer antenna relative to the nearby
intended reader, the intended receiver remains unaffected by
this spoofing signal.

In an alternate implementation, this secondary antenna
also provides the ability to activate the jammer signal only
when it is in the near vicinity of an interrogating reader. This
ability conserves the battery and limits the amount of infor-
mation the eavesdropper can gain from long term data col-
lection of the jammer’s signal. Limiting access to long term
samples of the jammer signal further improves the robustness
of the protection by hampering techniques to filter or cancel
the interference based on a prior knowledge of the jammer
signal’s characteristics.

With this technique, a transponder which is able to recog-
nize and not respond to reflected interrogation signals is pro-
vided. This technique utilizes some or all of the data available
from the waveform to verify that the second received wave-
form is a reflection of the first waveform. This technique is
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also flexible and can be tailored for operation with reflected
signals having different amounts of delays.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram of prior art radio frequency
identification (RFID) system illustrating eavesdropping
through a side channel;

FIG. 2 is a block diagram of an RFID system illustrating
denial of eavesdropping through jamming from an RFID
Card,

FIG. 2A is a radiation plot illustrating the nulls of an
antenna such as the type described in FIG. 2;

FIG. 3 is a block diagram of a quadrature fed jammer
antenna coupled to an RFID card;

FIG. 4 is a schematic diagram of an exemplary cross-fed
antenna,

FIG. 4A is a schematic diagram of another exemplary
cross-fed antenna;

FIG. 4B is a schematic diagram of still another exemplary
cross-fed antenna;

FIG. 5 is a schematic diagram of yet another exemplary
cross-fed antenna; and

FIG. 6 is a schematic diagram of an RF jamming system
adapted to be coupled to or integrated with an RF device.

DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENTS

Before describing a system for protecting radio frequency
(RF) communications from unwanted exposure and eaves-
dropping and the techniques associate therewith, it should be
appreciated that, in an effort to promote clarity, reference is
sometimes made herein to a specific type of RF communica-
tions system referred to as radio-frequency identification
(RFID) system. Such references are not intended as and
should not be construed as limiting the concepts, systems,
circuits and techniques described herein to RFID systems.
Rather, the concepts, systems, circuits and techniques
described herein find application in a wide variety of different
types of transponder systems and other RF systems including,
but not limited to RF communication systems and personal
area networks.

It should also be appreciated that the cross fed antenna’s
near field is circularly polarized, which might prove useful in
near-field sensing applications. One such application is in the
RF spectroscopy technique known as nuclear quadrupole
resonance. Such a technique is used in remote sensing of
narcotics or explosives, for example and such a polarization
scheme could prove beneficial in such systems (e.g. to
improve system sensitivity). The cancellation effect of the
antenna also means it has a reduced sensitivity to distant noise
sources, like atmospheric (lightning), man-made and galactic
noise. This effect can improve the sensitivity of the receiverin
such a system.

A system built around a pair of such antennas might serve
useful in creating a short range (in the range of about 10 m to
about 100 meters), low probability of detection intercom
system; again because of the far-field cancellation character-
istics of the antenna.

Accordingly, those of ordinary skill in the art will appre-
ciate that the circuits and techniques described herein within
the context of an RFID system could equally be taking place
in other types of transponder systems or RF communication
systems or networks including, but not limited to personal
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area networks (e.g. networks which utilize Bluetooth or other
forms of RF communication technologies over relatively
short distances).

Also, before describing a system for protecting radio fre-
quency (RF) communications from unwanted exposure and
eavesdropping and the techniques associate therewith, some
introductory concepts and terminology are explained.

As used herein, the following terms should be understood
to have the indicated meanings: when an item is introduced by
“a” or “an,” it should be understood to mean one or more of
that item; also the terms “first,” “second,” and the like may be
used to distinguish one element from another (as opposed to
always denoting an order, quantity, or importance); the word
“comprises” means includes but it not limited to and the
words “comprising” and “having” mean including but not
limited to.

The phrase “masking signal” (also sometimes referred to
herein as a “jamming signal”) refers to an interference/noise
signal that is stronger than a signal to be masked. For
example, in the context of a radio frequency identification
(RFID) system, a masking signal refers to an interference/
noise signal having a signal level that is greater than a signal
level of an RFID response signal and/or a signal that when
combined with an RFID response signal is unreadable and/or
degraded to be unreadable. Also, a masking signal can be a
decoy signal as in a decoy signal appearing as a signal from an
RFID card.

In general overview, in one aspect of the concepts, systems,
circuits and techniques described herein, it has been recog-
nized that the ability to isolate a noise transmitter from an
authorized receiver may be used as a basis for protecting
against the unauthorized reading (e.g. eavesdropping) of sig-
nals in RF communication systems. In one particular type of
RF communication system corresponding to an RFID system
comprising an RFID card and an RFID reader, this concept
can be used to provide a RFID system which protects RF
communications between the RFID card and reader without
requiring changes to infrastructure of the RFID reader. That
is, a transmitter envisioned here provides a noise or spoofing
signal at the RFID card to defeat eavesdropping, while the
intended RFID receiver remains isolated from the interfer-
ence.

In one embodiment, an RFID system uses a cross-fed
antenna in the vicinity ofthe RFID card to generate a masking
signal. Thus, the masking signal originates at or proximate the
RFID card, rather than from the vicinity of the RFID reader
(or interrogator device or other transponder device). One
advantage of such a system and technique is that the infor-
mation being transferred is protected, even when the intended
interrogator (e.g. an RFID reader) is not instrumented with a
protection system.

Referring now to FIG. 2, a radio frequency identification
(RFID) system 28 includes an RFID reader 30 and an RFID
card 32. RFID card 32 comprises a substrate having disposed
thereon a conventional RFID antenna (not visible in FIG. 2)
responsive to signals from RFID reader. Also disposed on the
substrate is a cross-fed antenna 34 and an optional reader loop
antenna 36. Also disposed on the substrate is a signal genera-
tor or transmitter (not visible in FIG. 2) which generates a
masking signal which is emitted from and about RFID card 32
via cross-fed antenna 34.

In some embodiments, cross-fed antenna 34 and the trans-
mitter may be provided as an integral part of RFID card 32.
Thus, in this case, an RFID card having an integrated jam-
ming system is provided. In some embodiments, optional
loop antenna 36 may also be integrated onto the substrate.
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In other embodiments all, some or one of cross-fed antenna
34 and/or an optional reader loop antenna 36 and/or the signal
generator or transmitter may be provided separately from
RFID card 32, and coupled to the RFID card 32 via a frame,
carrier or other structure which may be coupled to RFID card
32.

Referring now to FIG. 2A, an omni-directional antenna
radiation pattern 40 (also referred to as “an antenna pattern”
or “a radiation pattern” or more simple, “a pattern”) having a
null 42 in a predetermined direction represents the ideal type
of pattern generated by a cross-fed antenna such as cross-fed
antenna 34 in FIG. 3. The omni-directional antenna radiation
pattern 40 is generated by feeding a cross-fed antenna with
signals that are in phase quadrature. In this way, cross-fed
antenna generates a substantially omni-directional radiation
pattern. Antenna 34 is positioned relative to an RFID card to
be protected (e.g. RFID card 32 in FIG. 3) such that when the
RFID card is positioned proximate an RFID reader (e.g.
RFID reader 30 in FIG. 3) so as to communicate with reader
30, the null 42 in the antenna pattern 40 generated by the
cross-fed antenna is pointed in the direction of reader 30
while a jamming signal is emitted in other directions about the
null direction.

Referring again to FIG. 2, in operation, when the transmit-
ter provides signals to cross-fed antenna 34, cross-fed
antenna 34 emits the masking signal. The masking signal (or
“jamming signal”) corresponds to an interference/noise sig-
nal haying a signal level that is greater than a signal level of an
RFID response signal (e.g. such as may be provided by RFID
card 32) and/or a signal that when combined with an RFID
response signal is unreadable and/or degraded to be unread-
able by an eavesdropper 38. Thus, the masking signal emitted
by cross-fed antenna 34 prevents emits eavesdropper 38 from
the unauthorized reading (e.g. eavesdropping) of RF signals
between RFID reader 30 and RFID card 32.

However, since the null in the antenna pattern generated by
the cross-fed antenna 34 is pointed in the directing of reader
30, the signal level of the masking signal is below a threshold
level for adversely affecting proper operation of reader 30
(ideally, the signal level of the masking signal presented to the
reader is insignificant). The transmitter provides a noise or
spoofing signal at the RFID card to defeat eavesdropping,
while the intended RFID receiver remains isolated from the
interference. Thus, RFID reader 30 can properly communi-
cate with RFID card 32 even in the presence of the masking
signal.

By generating a masking signal at or near the RFID card, an
RFID system which protects RF communications between
the RFID reader 30 card and reader 32 without requiring
changes to infrastructure of the RFID reader is provided.

In those embodiments in which cross-fed antenna 34 and/
or an optional reader loop antenna 36 are provided separately
from RFID card 32, but are coupled to the RFID card, it is
important that cross-fed antenna 34 and/or an optional loop
antenna 36 are properly aligned with RFID card 32 so as to
direct a null in an antenna pattern generated by cross-fed
antenna 34 in a proper direction (i.e. a null aligned with an
RFID reader when the RFID card is aligned with the RFID
reader). Thus, while cross-fed antenna 34 and/or an optional
loop antenna 36 may be disposed on or proximate to RFID
card 32, the alignment must be such that a null in the antenna
pattern of the cross-fed antenna is directed toward the RFID
reader.

Referring now to FIG. 3, an RFID system 50 includes an
RFID reader 52 and an RFID card 53. RFID card 53 includes
an RFID card jamming system comprising a means for inject-
ing a noise or masking signal in the immediate vicinity of the
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RFID card 53. In one embodiment, the means is provided as
atransmitter and antenna which emits a jamming or masking
signal which prevents an eavesdropper (e.g. eavesdropper 36
in FIG. 2) from reading signals exchanged between RFID
reader 52 and RFID card 53 while at the same time isolating
intended RFID reader 52 from the masking signal emitted
from card (or more specifically emitted from the jamming
system disposed around or on RFID card 53.

In one embodiment, the RFID card jamming system com-
prises a masking antenna portion 56 configured to broadcast
a masking signal. In one embodiment the masking antenna
portion comprises a cross-fed antenna having a first loop and
a second loop wherein the first and second loops are fed from
a common feed point.

In one embodiment, the RFID card comprises a battery
operated transmitter coupled to the antenna to emit the jam-
ming (noise) signal. In one embodiment the battery operated
transmitter is relatively small compared with the size of the
RFID card. One important feature of this antenna is that it
exhibits a null 60 to any loop antenna that is placed parallel to
it along a line 62 normal to its principle plane. Therefore, no
noise is coupled to an RFID card (e.g. RFID card 53) held
near it and centered relative the center of antenna 56. Like-
wise, the reader antenna (not shown) also meets these criteria
for immunity to the noise source at the point that the RFID
card 53 is optimally oriented toward it.

Referring now to FIG. 4, a cross-fed antenna 64 includes
first and second loops 66a, 665 each coupled to a common
feed 68. It should be appreciated that cross-fed antenna 64 is
operationally equivalent to two figure-eight style antennas
that are superimposed on each other and fed with signals that
are orthogonal (90 degrees out of phase) to each other. Each
of'the figure-eight equivalent antennas projects a field at right
angles to the other. By introducing a 90 degree phase differ-
ence between the two feeds, the resultant fields are indepen-
dent of each other in time, resulting in a donut shaped antenna
pattern (e.g. such as that shown in FIG. 2A).

Cross-fed antenna 64 utilizes a structure composed of a
substantially identical pair of loops 66a, 665 fed from a
common point 68. In this way, the two substantially equal
sized loops have currents that travel in opposite sense through
each loop. That is, clockwise in one and counterclockwise in
the other. The performance of antenna 64 is substantially the
same as the performance of a conventional figure-eight
antenna of substantially the same size, acting to cancel the far
field radiation.

Referring now to FIG. 4A a cross-fed antenna 72 includes
loops 74a, 74b and a common feed 78. Antenna 72 is an
alternate embodiment that joins adjacent legs of the two loops
74a, 74b into a single conductor 78, thus forming a single
loop having a common centrally located feed 78, This
arrangement simplifies construction while maintaining the
figure-eight cancellation performance.

Referring now to FIG. 4B, cross-fed antenna 82 includes
loops 84a, 84b and a common feed 86. Antenna 82 is an
alternate embodiment that joins adjacent legs of the two loops
844, 845 into a single conductor 88, thus forming a single
loop having a common centrally located feed 86. FIG. 4B also
illustrates the use of a shape other than a rectangle (in the
exemplary embodiment of FIG. 4B, antenna loops 84a, 845
form a circle), for each of the component halves of this
antenna. It should be appreciated that one requirement for the
two halves is that they have at least half-plane symmetry
around the feed leg, such that each half of the structure is
equal in size and has a common side.

It should be appreciated that the cross-fed antenna struc-
tures described above differ substantially from previous
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radiation canceling antennas in that the two loop structures
are fed in parallel, rather than a conventional series-fed, fig-
ure-eight topography.

One advantage of the cross-fed antenna structures
described herein is that the parallel, two loop approach does
not require the antenna conductors to cross over each other
anywhere within the structure. In addition, it provides a cen-
trally located feed point.

Each of the cross-fed antennas illustrated in FIGS. 4-4B
have two points which are at ground potential (zero volts);
when fed by a source that is balanced against ground, that is,
supplies a voltage between -V and +V relative to ground,
These points are where a line drawn vertically from the feed
point intersects the outer conductor at the top and bottom of
the outer edge of the loop. This means that it is possible to
connect to these two points with an additional feed, without
affecting the characteristics of the original loop configura-
tion, thus instituting a new, independent feed point that is
orthogonal to the original, The resultant field created by this
additional feed point, illustrated in FIG. 5 F2, is rotated 90
degrees relative to the field of the first feed near its center.

Referring now to FIG. 5, an antenna 90 having two feed
points, F1 and F2, fed in time-quadrature (90 time phase
difference) creates a donut shaped antenna radiation pattern
that is ideally omni-directional in azimuth in the planes par-
allel to the plane ofthe antenna (e.g. as illustrated in FIG. 2A).

One important aspect of the configuration of antenna 90
illustrated in FIG. 5, is that the near field components of the
H-field are of an opposite polarity between the two halves of
each antenna, i.e. left and right or top and bottom. This polar-
ity opposition leads to decoupling of the resultant antenna
from any nearby single turn loop that is that is parallel to the
cross-fed antenna and positioned along its normal. Examples
include those contained in a standard LF or HF, inductively
coupled RFID card. There exists, therefore, a position where
the RFID card is subjected to equal and opposite signals from
the two halves of the antenna. This effect results in a cancel-
lation of the two signal components, leading to a minimum
coupling between the card and a signal impressed on the
antenna.

Inaddition, when antenna 90 is properly positioned in front
of an interrogation device (e.g. an RFID reader), the interro-
gation device is also substantially unaffected by the signal
emanating from the cross-fed antenna 80 since the interroga-
tion device is positioned within the null region of the cross-
fed antenna 90.

Therefore, it is possible to introduce a signal in the vicinity
of'an RF device (e.g. an RFID card) such that the transaction
between the RF device and its intended reader is masked by an
intentional interfering signal without adversely affecting nor-
mal communication between the RF device and the reader. In
this way, communication between the RF device and the
reader (e.g. atransaction between an RFID card and an RFID
reader) is made more secure. That is, any device used in an
attempt to eavesdrop on transmissions between the RF device
and the intended reader receives the transmissions embedded
in the interference signal, thereby protecting the any infor-
mation included in transmissions between the RF device and
the intended reader from unauthorized listeners.

Another feature of the approach described herein is that
implementing such a system does not require any modifica-
tion to an existing reader infrastructure or to an existing RF
device such as an RFID card. The entire system for protecting
the RF device can be self-contained or integrated in the RF
device itself or can be included in a frame or carrier in which
the RF device is disposed.
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It should be appreciated that the jamming signal source
required to drive a cross-fed antenna of any of the types
described herein can be as simple as a noise source, a power
amplifier, a power source and an antenna tuning/matching
network. Depending upon the intended life of the jamming
signal, a primary power to power the jamming device could be
provided by a small number of inexpensive coin style batter-
ies. It is, therefore, possible to house the entire jamming
system (i.e. noise source and antenna) in a package similar in
size to a common ID card.

Referring now to FIG. 6, in one exemplary embodiment, a
jamming system 100 includes an antenna system 102 com-
prised of a masking antenna portion provided as cross-fed
antenna 104 and a secondary reader loop antenna 106. Sec-
ondary reader loop antenna 106 operates to intercept at least
aportion of an interrogation signal from an RFID reader (not
shown in FIG. 6) and provides a sample of the interrogation
signal to a receiver through an optional amplifier 108.

It should be appreciated that when secondary reader loop
antenna 106 is disposed about a cross-fed antenna 104, sec-
ondary reader loop antenna 106 is isolated from a signal
applied to and emitted from cross-fed antenna 104 as an
interfering or masking signal. In one embodiment, secondary
reader loop antenna 106 may be provided as loop antenna. For
example, secondary reader loop antenna 106 may be provided
as loop antenna having a single turn or having multiple turns
(but without a central turn). Secondary reader loop antenna
106 may, of course, also be provided as any type of antenna
(including non-loop antennas) having symmetry around
about its center so as to remain de coupled from the RFID card
jamming antenna (e.g. cross-fed antenna 104).

Receiver 110 samples the RF signal provided by antenna
106 to generate a dock signal. Receiver 110 provides dock
signal to a controller 112 and carrier signal to a modulator
114. Controller 112 receives the message signal and gener-
ates a pseudo-random bitstream of the proper length at the
dock rate to form an interference signal and provides the
interference signal to modulator 114. This process mimics
that of a normally functioning RFID controller, except that it
does not generate a consistent data set, but rather one that
changes over time. Modulator 114 provides an RF interfer-
ence signal to amplifier 116 which in turn couples the RF
interference signal to jamming antenna 104 which emits the
jamming signal.

The interrogation signal sample from an RFID reader pro-
vided by secondary reader loop antenna 106 operates to pro-
vide a reference signal that is processed for use as a local
oscillator signal to implement a coherent spoofing algorithm.
That is, the interfering signal is structured exactly like that of
one or more RFID devices (e.g. RFID cards) in the immediate
vicinity of the card being protected. These added signals
appear as code collisions to an eavesdropping receiver (e.g.
eavesdropper 38 in FIG. 2) making it nearly impossible to
distinguish the interfering signals from real RFID responses.
However, because of the isolation provided from the jammer
antenna 104 relative to the nearby intended reader, the
intended receiver remains unaffected by this spoofing signal.

In an alternate implementation, secondary reader loop
antenna 106 also provides the ability to activate the jammer
signal only when it is in the near vicinity of an interrogating
reader. This ability conserves the battery and limits the
amount of information the eavesdropper can gain from long
term data collection of the jammer’s signal. Limiting access
to long term samples of the jammer signal further improves
the robustness of the protection by hampering techniques to
filter or cancel the interference based on a priori knowledge of
the jammer signal’s characteristics.
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It should be appreciated that jamming system 100 may be
provided in whole or In part as an integrated portion of an
RFID card or other RF device. Alternatively, all or portions of
jamming system 100 may be provided in whole or in part as
an appliqué or frame or carrier or any separate structure which
may be coupled to an RF or other device including but not
limited to an RFID card, a credit card, or any other support
material having information stored thereon (e.g. a substrate).

Having described preferred embodiments which serve to
illustrate various concepts, structures and techniques which
are the subject of this patent, it will now become apparent to
those of ordinary skill in the art that other embodiments
incorporating these concepts, structures and techniques may
be used. Accordingly, it is submitted that that scope of the
patent should not be limited to the described embodiments but
rather should be limited only by the spirit and scope of the
following claims.

What is claimed is:

1. A radio frequency identification (RFID) card for use
with an RFID reader, the RFID card comprising:

a substrate;

an RFID antenna disposed on said substrate, said RFID
antenna configured on said substrate to be responsive to
RFID reader signals provided thereto along a first direc-
tion;

a jamming system coupled to said substrate and configured
to emit masking signals in directions other than the first
direction so as to not interfere with communications
between said RFID antenna and the RFID reader,
wherein the jamming system comprises a cross-fed
antenna, the cross-fed antenna aligned with the RFID
antenna such that signals emitted from the cross-fed
antenna are not received by the RFID antenna; and

a secondary antenna disposed about the cross-fed antenna
wherein said secondary antenna is configured as a pick-
up loop to provide a sample of an interrogation signal
from an RFID reader, wherein the secondary antenna is
positioned with respect to the cross-fed antenna such
that the secondary antenna is isolated from an interfer-
ence signal provided to the cross-fed antenna;

wherein the secondary antenna is configured to activate a
jammer signal only when the secondary antenna is in the
near vicinity of an interrogating reader and wherein
when the secondary antenna does not activate a jammer
signal, the jamming system conserves power and limits
an amount of information an eavesdropper can gain from
long term data collection of the jammer signal.

2.The RFID card of claim 1 wherein said cross-fed antenna
comprises:

a pair of loops; and

a common feed point.

3. The RFID card of claim 1 wherein said jamming system
comprises:

a cross-fed antenna comprising a pair of loops fed from a

common feed point; and

a transmitting device configured to provide a jamming
signal, said transmitting device having an RF output port
coupled to a first feed point of said cross-fed antenna
such that a first feed signal provided thereto generates
electrical currents in a first pair of loops wherein the
electrical currents travel in opposite sense through each
loop and having RF output port coupled to a second feed
signal provided thereto generates at 90 degrees phase
relative to the first electrical currents in a second pair of
loops wherein the electrical currents travel in opposite
sense through each loop so as together to form a radia-
tion pattern having a donut shape.
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4. The RFID card of darn 3 wherein a single conductor
forms adjacent legs of the first two loops used in said cross-
fed antenna and a second single conductor forms adjacent
legs of the second two loops to provide a single loop having
two common centrally located feeds.

5. The RFID card of claim 4 wherein each of said pair of
loops are provided having one of:

a square shape;

a rectangular shape;

a crossed rectangle shape;

a circular shape;

an oval shape;

an octagonal shape;

an hexagonal shape; and

an diamond shape.

6. The RFID card of claim 4 wherein each loop is provided
having at least half-plane symmetry around a feed leg, such
that each half of the structure is equal in size and has a
common side.

7. The RFID card of claim 1 wherein said jamming system
further comprises:

a transmitting device coupled to the cross-fed antenna.

8. The RFID card of claim 7 wherein said transmitting
device comprises:

a noise source;

a power amplifier; and

apower source.

9. The RFID card of claim 1 wherein the sample of the
interrogation signal from the RFID reader provides a refer-
ence that is processed for use as a local oscillator signal to
implement coherent spoofing.

10. The RFID card of claim 9 wherein the interfering signal
provided by said jamming system is structured like that of one
or more RFID cards in the immediate vicinity of the card
being protected.

11. The RFID card of claim 10 wherein the added signals
appear as code collisions to the eavesdropping receiver mak-
ing it nearly impossible to distinguish the interfering signals
from the real RFID responses.

12. An RFID system comprising:

an RFID reader;

one or more RFID cards, each RFID card comprising:

a substrate:

an RFID antenna disposed on substrate, said RFID
antenna configured on said substrate to be responsive
to RFID reader signals provided thereto along a first
direction; and

a secondary antenna configured as a pick-up loop to
provide a sample of an interrogation signal from an
RFID reader, wherein the secondary antenna is con-
figured to activate a jammer signal only when the
secondary antenna is in the near vicinity of an inter-
rogating reader;

wherein at least some of the RFID cards further comprise
an integrated jamming system, the jamming system
comprising:

(a) a cross-fed antenna aligned with the RFID antenna such
that signals emitted from the cross-fed antenna are not
received by the RFID antenna, wherein the secondary
antenna is disposed about the cross-fed antenna and
positioned with respect to the cross-fed antenna such
that the secondary antenna is isolated from an interfer-
ence signal provided to the cross-fed antenna; and

(b) a transmitting system coupled to the cross-fed antenna;

wherein the cross-fed antenna and transmitting system are
configured to generate an antenna pattern having a null
in the direction of the RFID reader, the null configured to
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enable communication between the RFID reader and the
respective RFID card having the integrated jamming
system, and to generate a jamming signal in other direc-
tions about the null direction, such that the jamming
system does not interfere with communication between
the RFID reader and the respective RFID card having the
integrated jamming system; and

wherein when the secondary antenna dose not activate a

jamming signal, the integrated jamming system con-

serves power and limits an amount of information an
eavesdropper can gain from long term data collection of
the jammer signal.

13. The RFID system of claim 12 wherein said cross-fed
antenna is provided as a loop antenna having two isolated
inputs, said loop antenna configured such that in response to
being fed with signals that are in phase quadrature, said
cross-fed antenna generates an omni-directional radiation
pattern.

14. The RFID system of claim 13 wherein each of the one
or more RFID cards comprises an RFID loop antenna and
wherein said cross-fed antenna is disposed relative said an
RFID loop antenna such that said RFID loop antenna is iso-
lated from said cross-fed antenna.

15. An RFID method comprising:

(a) providing an RFID card comprising:

(a-1) a substrate;

(a-2) an RFID antenna disposed on substrate, said RFID
antenna configured on said substrate to be responsive
to RFID reader signal provided thereto along a first
direction;

(a-3) a jamming system coupled to said substrate and
configured to emit masking signals in directions other
than the first direction so as not to interfere with
communications between said RFID antenna and the
RFID reader, wherein the jamming system comprises
a cross-fed antenna, the cross-fed antenna aligned
with the RFID antenna such that signals emitted from
the cross-fed antenna are not received by the RFID
antenna; and

(a-4)a secondary antenna disposed about the cross-fed
antenna wherein said secondary antenna is configured
as a pick-up loop to provide a sample of an interroga-
tion signal from an RFID reader, wherein the second-
ary antenna is positioned with respect to the cross-fed
antenna such that the secondary antenna is isolated
from an interference signal provided to the cross-fed
antenna;

(a-6)wherein the secondary antenna is configured to
activate a jammer signal only when the secondary
antenna is in the near vicinity of an interrogating
reader and wherein when the secondary antenna does
not activate a jammer signal, the jamming system
conserves power and limits an amount of information
an eavesdropper can gain from long term data collec-
tion of the jammer signal;

(b) emitting a response signal from the radio frequency

identification (RFID) card along a first direction; and

(c) emitting a masking signal from the RFID card at the

same time the response signal is emitted, wherein the

masking signal is emitted in a direction other than the
first direction so as not to interfere with communications
of the response signal to a receiving device.

16. The method claim of 15, wherein the masking signal is
generated based upon the response signal.

17. The method of claim 16, wherein the masking signal
appears as noise to mask the response signal.
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18. The method of claim 16, further comprising determin-
ing if two interrogator signals are received at the RFID card
within a predetermined period of time and generating a mask-
ing signal in response thereto.

19. The method of claim 15, wherein the masking signal is
generated based upon another response signal from at least
one other antenna in the area about the responder.

20. An antenna comprising:

an RFID antenna portion, the RFID antenna configured to
be responsive to RFID reader signals provided thereto
along a direction;

a jamming portion configured to emit masking signals in
directions other than the first direction so as not to inter-
fere with communications between the RFID antenna
and an RFID reader, the jamming portion comprising:
a masking antenna portion configured to broadcast the

masking signals, said masking antenna portion com-
prising a cross-fed antenna having a first loop and a
second loop wherein the first and second loops are fed
from a common feed point, wherein the cross-fed
antenna is aligned with the RFID antenna such that
signals emitted from the cross-fed antenna are not
received by the RFID antenna;

a secondary antenna disposed about the cross-fed
antenna wherein said secondary antenna is configured
as a pick-up loop to provide a sample of an interroga-
tion signal from an RFID reader, wherein the second-
ary antenna is positioned with respect to the cross-fed
antenna such that the secondary antenna is isolated
from an interference signal provided to the cross-fed
antenna, wherein the secondary antenna is configured
to activate a jammer signal only when the secondary
antenna is in the near vicinity of an interrogating
reader and wherein when the secondary antenna does
not activate a jammer signal, the jamming system
conserves power and limits an amount of information
an eavesdropper can gain from long term data collec-
tion of the jammer signal; and

a reader loop antenna portion configured to receive a
response signal from a responder and decoupled from
the masking antenna portion;

wherein the antenna is configured to permit the masking
antenna to broadcast the masking signal at the same time
that the reader loop antenna is receiving a response
signal.

21. The system of claim 20, wherein when a feed signal
provided to a feed point of said cross-fed antenna excites
electrical current in a first pair of loops wherein the electrical
currents travel in opposite sense through each loop and hav-
ing an RF output port coupled to a second feed signal pro-
vided thereto generates at 90 degrees phase relative to the first
electrical currents in a second pair of loops wherein the elec-
trical currents travel in opposite sense through each respective
loop so as together to form a radiation pattern having a donut
shape.

22. The system of claim 21 wherein each respective pair of
loops is a substantially identical pair of loops fed from the
common feed point.

23. The antenna of claim 20, wherein said cross-fed
antenna portion and said reader loop antenna portion are
disposed in substantially parallel planes.

24. A method of transferring information between a radio
frequency identification (RFID) card and an RFID reader, the
method comprising:

providing an RFID card comprising:

a substrate;
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an RFID antenna disposed on substrate, said RFID
antenna configured on said substrate to be responsive
to RFID reader signal provided thereto along a first
direction;

a jamming system coupled to said substrate and config-
ured to emit masking signals in directions other than
the first direction so as to not interfere with commu-
nications between said RFID antenna and the RFID
reader, wherein the jamming system comprises a
cross-fed antenna, the cross-fed antenna aligned with
the RFID antenna such that signals emitted from the
cross-fed antenna are not received by the RFID
antenna; and

a secondary antenna disposed about the cross-fed
antenna wherein said secondary antenna is configured
as a pick-up loop to provide a sample of an interroga-
tion signal from an RFID reader, wherein the second-
ary antenna is positioned with respect to the cross-fed
antenna such that the secondary antenna is isolated
from an interference signal provided to the cross-fed
antenna, wherein the secondary antenna is configured
to activate a jammer signal only when the secondary
antenna is in the near vicinity of an interrogating
reader and wherein when the secondary antenna does
not activate a jammer signal, the jamming system
conserves power and limits an amount of information
an eavesdropper can gain from long term data collec-
tion of the jammer signal;

inresponse to an interrogation signal provided by the RFID

reader, the interrogation signal oriented along the first

direction:

generating a masking signal wherein the masking signal
originates on or proximate the RFID card, the mask-
ing signal oriented in a second direction, the second
direction being a direction other than the first direc-
tion so as not to interfere with communications
between the RFID reader and the RFID card; and

generating a response signal in the RFID card and pro-
viding the response signal to the RFID reader; and

providing the response signal from the RFID card to the

RFID reader.

25. The method of claim 24, wherein the masking signal
originates from one of:

the RFID card having a jamming antenna with an antenna

pattern null aligned with the RFID reader; and

carrier for a portable electronic device, wherein said carrier

comprises a jamming antenna, wherein said carrier is

disposed proximate the RFID card and is aligned with
the RFID card such that an antenna pattern null of the
jamming antenna is aligned with the RFID reader.

26. The method of claim 24, wherein generating a masking
signal comprises generating the masking signal based upon
the response signal.

27. The method of claim 24, wherein generating a masking
signal comprises generating the masking signal based upon
another response signal from at least one other antenna in the
area about the antenna.

28. A portable jamming system for use with a radio fre-
quency (RF) device, the portable jamming system compris-
ing:

a frame configured to be coupled to an RFID device;

a cross-fed antenna coupled to the frame, the cross-fed

antenna comprising:

a first loop;

a second loop electrically coupled to the first loop; and

a common feed point, wherein a current supplied to the
common feed point causes the cross-fed antenna to
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generate an antenna radiation pattern having a donut
shape wherein a null portion of the antenna radiation
pattern is directed toward the RFID reader when the
RFID card is aligned with the RFID reader, the
antenna radiation pattern configured to interfere with
communication with the RFID reader in areas outside
of'its null portion and to not interfere with communi-
cations with the RFID reader within its null portion;

a transmitter coupled to said frame and said cross-fed
antenna;

a reader loop antenna configured to coupled a signal
from an interrogator;

a spoofing system coupled to the cross-fed antenna and
the reader loop antenna; and

a spoofing system coupled to the cross-fed antenna and the
reader loop antenna, the spoofing system comprising:

a receiver having an input coupled to receive a message
signal from said reader loop antenna;

a controller coupled to receive a message signal from the
receiver and to generate an interference signal at an
output therefore; and

amodulator having a first input coupled to receive a carrier
signal from the receiver, having a second input coupled
to the output of the controller and having an output
signal coupled to the cross-fed antenna.
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